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INTRODUCTION

Issue 5(1) of the International Journal of Professional Science for 2025 opens a new
calendar cycle with an interdisciplinary discourse on the development of socio-cultural,
economic, legal and technological practices in the global and, at the same time, local
dimensions. The conceptual thread of the issue is the search for points of conjugation between
the humanities and natural sciences, between art and economics, between law and digital
technologies. Thus, the musical theme is revealed through the perspectives of history and
modernity: from a multi-faceted study of the origin and evolution of the Chinese orchestra of
accordionists and bayanists to an in-depth analysis of the formation of the accordion-bayan
itself in China, which allows us to trace the transformation of traditions, pedagogical methods
and performance practices in the cultural space of East Asia. In parallel, the economic block
of articles demonstrates how security — personnel, cybernetic and macroeconomic — is
becoming a key condition for sustainable development, be it a medical organization, the
national economic system of Russia or an engineering enterprise implementing advanced
CRM tools to promote products. A special emphasis is placed on the legal foundations of
economic growth: the authors show how the Constitution and the Civil Code of the Russian
Federation, in combination with international acts, form the regulatory framework for the real
sector of the economy, and the historical and legal analysis of the Pskov Judicial Charter
reveals the genesis of domestic legal institutions.

The themes of digitalization and innovation run through the issue like a red line. In the
educational sphere, the social aspects of music education in the digital era of Russia and
China are explored, and a methodology for assessing the quality of such education using
technological platforms is presented. Lawyers consider the evidentiary value of digital
technologies in cases of administrative offenses, which marks a shift from traditional
procedures to virtualized trials. The journal gains particular methodological depth from
philosophical and psychological articles on problematic self-reflection, the characteristics and
formation of reflexive thinking, and the psychology of business ethics in public speaking in
modern Russia. Finally, the authors who study the role of branding in the sports industry show
how the emotional capital of sports is transformed into an economic value and a cultural
phenomenon at the same time. Taken together, all the materials in the issue form a panoramic
view of how the integration of innovation, legal regulation, and cultural traditions determines
the trajectory of global professional development.
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Wei Zihao. A study of the origin and development of the chinese
orchestra of accordionists and bayanists

iccnepoBaHne NponCXoXXAEHNS N PasBUTUS KUTANCKOrO OpPKecTpa akKOpLAEOHNCTOB 1
6asgHNCTOB

Wei Zihao,
Graduate Student, Kunming College of Early Childhood Education, China
Ban Li3bixao,
AcnupaHT, KyHbMVHCKNIA KONNEMK AOLWKONbHOro obpasoBaHus, Kutan

Abstract. The history of the accordion and bayan in China begins in the late &atty 20th century, when these
instruments were first brought to the country by European missionaries and traders. However, the accordion became
widespread only after the foundin§tbe People's Republic of China in 1949. The development of the Chinese orchestra of
accordionists and bayanists is an interesting example of cultural synthesis, when Western instruments were successfully
integrated into the musical culture of China, dieg a unique phenomenon reflecting both national traditions and global
musical trends.

Keywords: development of music education, history of the accordion, history of the bayan, orchestra, PRC, cultural
synthesis, musical culture of China, national tradits, musical trends.
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PeuenseHT: ExxoBa Hapexxaa AnekceesHa - kKaHanaat prunocoCKmx HayK no cneumnanbHOCTU
24.00.01 Teopus n nctopus KynbTypbl, OOLEHT Kadeapbl KaMEPHOro aHcambns un
KOHLUepTMencTepckon nogrotosku; npodeccop. TOMBOY BO «TamboBCcKuii rocyfapCTBEHHbIN
My3blKaslbHO-Negarornyeckmin MHCTUTyT um. C. B. PaxmaHnHosa»

AKKopAeoH n 6asaH noasunmnck B Kutae B KoHue XIX - Hadane XX Beka, Korga 3anagHas
KynbTypa Hayana npoHMKaTb B CTpaHy. [lepBble WHCTPYMEHTbl Oblin  NPUBE3EHDI
€BPONENCKMMN MUCCUOHEpamMn, TOProeBuamMm N BOEHHbIMW. B 3TOT nepuop akKopAeoH
BOCMPUHNMANCA KaK  3K30TUYECKUIN  3anafHbll  UHCTPYMEHT U UCNONb30BasiCA
NPENMYLLIECTBEHHO B MOPTOBbLIX FOPOAaX U KONOHMasNbHbIX aHK/aBax.
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OTMeTUM, 4YTO nepBble aKKOpPAEOHbI BblNn UMMoOpPTUPOBaHbl Yepead LLlaHxan n gpyrue
nopToBble ropoaa. VIHCTpYMEeHT nepBoHavyanbHO UCMOJIb30BasICA B pa3BiiekaTesibHON My3blke
B FOPOACKUX panoHax, fanee nponsoLuio NocTerneHHoe 3HaKOMCTBO KUTaNCKUX My3blKaHTOB
C TEXHUKOW UrPbl HA NUHCTPYMEHTE.

B nepuop Kutanckon Pecnybnuku (1912-1949), akkopaeoH Hadan npuobpeTtaTb
NonynsapHOCTb Cpean ropoacKoro HaceneHus. B aTo BpemMs nosiBUINCL NepBble KATaNcKne
NCMNOJIHATENN HA aKKOPAEeOHe, VMHCTPYMEHT Havan MCroJsib30oBaTbCs B 0bpasoBaTesibHbIX
yupexaeHnsax. AKKOpOeoH CTaHOBUTCS NOMYASPHbIM aKKOMMNaHUPYOLLMM NHCTPYMEHTOM ON1s
PEBOJIIOLMOHHBLIX MEeCeH W HadvHaeTcs afjantauusi KATalCKUX HapoAHbIX Menoovumn Aans
NCMOJSIHEHUS Ha akkopAeoHe. [3, c. 81]

Mocne obpasoBaHus KHP B 1949 rogy akkopOeoH n 6asiH nony4mnn opuumnanbHyro
NnoadepP>XKy Kak "HapofHble" WHCTPYMEHTbI, OOCTYMHble LWMPOKUM Maccam. B aToT nepuopg
co3patTcsa nepsble y4yebHble Nporpammbl MO aKKOPOEOHY B My3blKaslbHbIX Y4YeOHbIX
3aBefeHnsAX, HA4YMHAeTCAa MaccoBoe NPON3BOACTBO aKKOPAEOHOB KUTaNCKumMmu habpurkamu.
WNHCTPYMEHT HauMHaeT akTUBHO WCMONb30BaTbCA B MNponaraHauCTCKUX Uensx Aans
NCMNOJIHEHUST PEBOJIIOLUMOHHBIX Npon3sefeHun. PopMmnpyroTca nepsble NpodecCcnoHasnbHble
aHcambnn akkopLOeoHUCTOB.

Bo Bpemsi KynbTypHOI peBonounn passute akkOpaeoOHHOMo NCKYCCTBa, Kak I MHOMMX
OPYrux KysbTYPHbIX siBIeHUI, Oblo orpaHnyeHo. OgHaKo akkopOeoH ocTaBasicsl OOgHUM U3
HEMHOIrMX "paspelleHHbIX" WHCTPYMEHTOB Onarogapsi cBoein accoumaumm ¢ paboydnm
KNacCoM W PeBOSIIOLUMOHHOM My3blkon. B aToT nepuop peneptyap O6bln  orpaHuYeH
PEBOMOUNOHHBIMA Npon3BefeHusaMn. CToUT TaK >Xe OTMEeTUTb, YTO B [aHHbIN nepuop,
npodeccrnoHanbHoe obpasoBaHue OblI0 HapyLeHO, a WHCTPYMEHT WUCMNOofb30Basncsa Ans
COMPOBOXAEHNSA "0Opa3u0BbIX PEBOMIOLMOHHLIX onep". [2, c. 106]

Mocne Havana nonnTuku pedopmMm n oTkpbiTtocTn (1978 rop), B Kutae Hadancs
HaCTOALMI pacuBeT akkOpOeoHHOro 1 6asiHHOro nckyccrea. bbina BocctaHoBneHa cuctema
npodeccroHanbHoro obpasoBaHns, co3gaHbl NPOMECcCUOHasnbHbIE OPKECTPbl 1 aHcambnu
aKKOpPOEOHUCTOB U  0BasiHUCTOB, HanaXeHbl KOHTaKTbl C 3apybekHbIMU  LUKOonamMu
ncnonHuTenbcTea. Kpome Toro, B 3TOT Nepuog B Kutae NossBUINCH BbiAAOLWNECH KATANCKME
NCMONIHUTENN MEXOYHaApOOHOro ypoBHA. Hayvan pasBmBaTbCs OpUrMHasIbHbIA KUTANCKUI
penepTyap onsa akkopgeoHa n 6asHa.

B HacTosee Bpems Kutan ABnseTcs OgHUM U3 MUPOBbLIX LIEHTPOB akKKOpPAEOHHOro n
6asHHOro uckyccrtea. B Kntae pyHKUMOHMPYIOT MHOMOYUCIIEHHbIE MPOgECCUOHASIbHbIE U©
NobuTenbCckne  OpPKecTpbl. KuTanckue UCMOAHUTENN  perynsapHo  nobexpawT  Ha
MeXXOyHapoaHbIX KOHKypcax. B KuTae pasBuBaeTcs npou3BOACTBO BbICOKOKaYeCTBEHHbIX
WHCTPYMEHTOB, MNPOBOOATCA MeXAyHapoaHble ((ecTMBannM W KOHKYPCbl, CO3AaeTcs
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WHHOBAUWOHHBIN pernepTyap, COoYeTaloWmMi KUTanckue Tpaguumm C COBPEMEHHbIMU
TexHukamu. [1, c. 123]

Tak e oTMeTuM, 4TO Kutanckas LKona urpbl Ha akkopaeoHe u 6asiHe oTnnyaeTcs
BUPTYO3HOWN TEXHUKOW MCMOSIHEHNA, OCOObIM BHUMAHMEM K TeMbpanbHOMY pasHoobpasuto,
NHTerpaunen 3MeMEHTOB TPaaAULUMOHHON KUTANCKOM My3blKW, afantaunen HapoAHbIX
KUTaNCKUX MeNoAniA, a Tak XXe codeTaHneM 3anagHbliX KOMMO3ULNOHHBIX TEXHUK C KUTaNCKON
acTeTnkon. CerogHsa akkopaeoH n 6asH B Knutae — 3To He NPOCTO 3aMMCTBOBaHHbIE 3anagHble
WHCTPYMEHTbI, a MMOJIHOUEHHAaA 4YacTb KUTANCKOW My3blKaslbHOM KynbTypbl CO CBOUMMU
TpaguuMsiMn, LWKONaMu 1 BblOAKOLLMMUCSA OOCTUXKEHNAMMU.

Mocne o6pasosaHna KHP B 1949 rogy Havanca oOpraHU3oBaHHbLIM npouecc
hopmMmnpoBaHNA My3blKasibHbIX KO/IEKTUBOB HOBOrO Tuna. [epBble akkopaeOoHHble aHCamMbu
N opkecTpbl Hadann nosaenAaTbcAa B 1950-x rogax. B 1953 romy npu LeHTpanbHom
KoHcepBaTopun My3blKn B lNeknHe 6bln co3faH nepBbli Y4eOHbIN aKKOPOEOHHbIA OPKECTP.
AHanornyHble Konnektmebl dopmMmmpoBanuch npu LLlaHxanckoin KoHcepBaTopum u Opyrux
My3blKaJlbHbIX Y4eOHbIX 3aBefeHusiX. PenepTyap paHHUX OPKEeCTPOB BKJOYan 06paboTku
PEBOMOUNOHHBIX MEeCeH, KUTANCKOW HapOAHOW My3blKM U HECOXHble Mpon3BefeHus
3anagHon knaccukn. OCHOBHOM (PYHKUMEN ISTUX KOMNEKTUBOB OblNO  My3blKajlbHOE
COMPOBOXAEHNE  MOAUTUYECKUX  MEPONPUATUIA n KYNbTYPHO-NPOCBETUTENIbCKAA
OesATeNbHOCTb.

[Mocne okoH4YaHua KynbTypHOM pPEBOMIOUMMA HavyalCaA HOBbIM 3dTan B pPasBuUTUN
OPKECTPOB akkoppeoHuctoB u 6HasHuctoB. B 1978 rogy O6bin ocHoBaH Kwutanckui
HaUVOHasbHbIN OPKECTP akKopAeoHUCToB npu MuHucTepcTBe KynbTypbl. HadnHaeTcs
AndpepeHumnauma MHCTPYMEHTANIBHONO COCTaBa: B OPKECTpax MNosABASATCA GasiHbl pa3HbIX
TANOB, BKJIOYasi MHOroTeMOpoBble OTOBO-BbIOOPHbIE MHCTPYMEHTbL. PopmupyeTcs
CTaHOapTHass CTPYKTypa OpKecTpa C pasfeneHueM Ha rpynnbl rno pernctpam (MMKKoso,
conpaHo, anbT, 6ac, KoHTpabac). PaspabaTtbiBaeTcs cneynduyeckas cuctemMa OpKecTpoBOm
HOoTaumMn. KOMMO3UTOPbl  Ha4YMHAKT NUcaTb  OPUrMHaNbHblE  MNPOM3BEOEHUA OIS
aKKOPOEeOHHOro opkecTpa. [6, c. 98]

B nepuop 9KOHOMMYECKUX pedopM U OTKPbLITOCTUM aKKOpOAeOHHoe ”n 6asiHHoe
nckyccteo B KuTae nepexmBaeT Hactoawmin pacuseT. CospatoTcs npodecCuoHanbHble
OPKECTPbl aKKOPAEOHUCTOB MNPU (PUNAPMOHUSAX U KOHLEPTHBIX OpraHmM3auusx, a Tak Xe
hopmMupyeTCcs pasBeTBIEHHaA CeTb JIOOUTENBCKMX N YHEOHbIX OPKECTPOB MO BCe cTpaHe. B
1994 ropgy cospgaetca KuTanmckas accoumaumsi akkOpAEOHUCTOB, KOOpAVHUPYHOLLas
OEeATeNbHOCTb OPKECTPOB M NPOBOAATCS HaUMOHasbHbIe (PECTUBAIN U KOHKYPCbl OPKECTPOB
aKKOpPOEeOoHUCTOB. KuTanlCKue OpKeCTpbl HayMHAOT Bble3XaTb Ha MexXAayHaponHble
decTmBan N KOHKYpChbI.
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[anee paccMOTpyM OCOBEHHOCTM KUTANCKUX OPKECTPOB aKKOPOEOHUCTOB WU
GasHncToB. KuTaCkne OpKecTpbl akKKOPAEOHUCTOB UMEKT psan  cneumpuyeckux
OCOBEeHHOCTel:

1. CTpykTypa opkectpa: 6onbwon coctaB (4acto 30-50 mcnonHuTenemn), 4eTkoe
pasgeneHne Ha rpynnbl MO peructpaM, BKJOYEHWE OOMOSIHUTESNbHBLIX  YAAPHbIX
WHCTPYMEHTOB, B HEKOTOPbIX OpPKEeCTpax - WHTerpaumsa TPagUuUMOHHbBIX KUTANCKUX
WHCTPYMEHTOB; [4, C. 53]

2. PenepTtyapHasa nonntuka: obpaboTKm KUTANCKOM HapOOgHOW W TpaguuMOHHON
MY3blK/, MNPOU3BEOEHUS KUTANCKMX KOMMO3UTOPOB, HamnuCaHHble chneynanbHo Ons
aKKOpPOEeOHHOro OpKecTpa, ajanTtaumm 3anafHoW KnacCU4eCcKon My3blKu, MpPon3BefeHus,
oTpaXkawLme Ba>KHble UICTOPUYECKME COBbITUSA U HaLUMOHasbHble NPas3gHuKWY;

3. VcnonHutenbCkme OCOBGEHHOCTU: BbICOKAas TexXHMYecKass AUCUUMIMHA W
CUHXPOHHOCTb, 0c060€e BHUMaHne K TeMbpasnbHOMYy pa3Hoobpasunto, cneumpunyeckas maHepa
3BYKOM3BMIEYEHNA, afanTUpoOBaHHaa Ansa nepepaqm OCOOEHHOCTEN KUTANCKOW MYy3blKW,
Ncnonb3oBaHne o0cobbIX NPMEMOB UrPbl AN UMUTaAUUN 3BYYaHUS TPAAULMOHHBLIX KUTANCKNX
WHCTPYMEHTOB.

B HacTosiwee Bpems B Kntae (pyHKUMOHMPYET pas3BeTB/IEHHAs CUCTEMa OPKECTPOB
aKKOpAEeOHNCTOB 1 6asHNCTOB:

1. TpodeccnoHanbHble  OpKecTpbl: [EeKNHCKNI  OpKEeCTp  akKKOpPAEOHWUCTOB,
LLlaHxancknii  hnnapMOHUYECKNA OPKECTP akKOPAEOHUCTOB U OasiHUCTOB, OPKecTp
aKKOPAEOHNCTOB NPOBMHLUNN X3NAYHU3SAH 1 gpyrue; [5, c. 38]

2. Y4yebOHble opkecTpbl: nNpu LleHTpanbHON KOHcepBaTopun My3blKK, LllaHxanckon
KoHcepBaTopun, CNaHbCKON KOHCEPBATOPUN U APYrnX yY4eOHbIX 3aBEAEHNNAX;

3. JTiobutenbCcKme OPKeCTPbI: CYLLECTBYIOT NPaKTUYECKN B KaXKOOM KPYMHOM rOpofe;

4. [leTcKne opKecTpbl: NPy gBopLax AeTCKOro TBOPYeCTBa U My3blKaslbHbIX LLKONax.

CoBpEMEHHbIE TEHAEHUMN B PasBUTUM KUTANCKNX OPKECTPOB aKKOPOEOHUCTOB U
6asHNCTOB BKJ/IKOHAIOT 3KCMEPUMEHTBI C SJIEKTPOHHbLIMU akkopAeoHamu 1 6asHamun, cosgaHue
CMELUaHHbIX COCTaBOB C BKJIKOYEHWEM [APYrnX WHCTPYMEHTOB, pas3paboTKy HOBbIX
KOMMO3ULMOHHbIX TEXHNK, COYETalOWMX 3anafgHble N BOCTOYHbIE TPaauuumn, NCNob30BaHNe
MYNbTUMEOUHBIX TEXHOJIOMMN B KOHUEPTHbIX BbICTYM/EHUSX, a TakK >Xe pasBuTue
MeXXOyHapoaHOro CoTpyagHNYecTBa C OpKecTpamu U3 gpyrux CTpaH.

Takum obpa3om, OTMETUM, YTO Pas3BUTUE KUTANCKOrO OpKecTpa aKKOPOEOHUCTOB U
6asHNCTOB nNpeacTaBnsieT CoOOM YHUKanNbHbIA (PEHOMEH KynbTYPHOro CUHTE3a, Korga
3anagHble MHCTPYMEHTbl U POPMbl My3ULMPOBAHUSA OblIN TBOPYECKU MEPEOCMbICTIEHbI U
WHTErpupoBaHbl B KUTAWCKYKD My3blKaslbHYO KynbTypy. 3a OTHOCUTENIbHO KOPOTKUMN
NCTOPUYECKUIA MEePUO KNTANCKME OPKECTPbl akKKOPAEOHUCTOB MNPOLWM NyTb OT Yy4YeOHbIX
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KONNEKTNBOB A0 BbICOKONPO(ECCUOHaNbHbIX KOHLEPTHbLIX OpraHusauuii, NpPU3HaHHbIX BO
BCEM Mupe.
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Wei Zihao. Study of the origin and development of the accordion
bayan in China

MccneposaHne NponcxoXXaeHus N passBuTtus akkopaeoHHoro 6asHa B Kutae

Wei Zihao,
Graduate Student, Kunming College of Early Childhood Education, China
Ban Li3bixao,
AcnupaHT, KyHbMVHCKII KONNEMX OOLWKONbHOro obpasosaHus, Kutam

Abstract. The history of the bayan in China demonstrates a successful example of cultural exchange and adaptation
of a foreign instrument to national musical traditions. In a relatively short historical period, the bayan has gone fgaan bein
little -known Westernristrument to an important part of Chinese musical culture, both in the professional and amateur
spheres. The development of bayan and accordion art in China is a successful example of cultural adaptation and
transformation of a foreign instrument into amportant element of national musical culture, while maintaining a connection
with international traditions.

Keywords: development of art, musical art, emergence of the accordion bayan in China, cultural adaptation,
transformation of creativity, training of performers, national musical culture.

Oooa6RE36230%+ frRtoaR ¥ 1 02686RAO 0952936303, @R} dc RERF B RS
2792383 Rooaya> 293683)J9509686R d o9RcoaoaRdi afhs 91 bhdRdi ahos 683 Re
ceas3o2ae fRto e3ovad ¢} @6i 8 9RdaobYaszgeoaaya bReReveoayos 003
d) di ¢} 3 h, dRd Y c3mdvsdDpoRddioddtoc aRdas a. ¢RbYogoa f Rt as
t 28 Ra e30e3B8RYdt aae >af a6 } 3eaxvxahe €302903 dj di 8} 39 as6 1
29383}, 9508686R Y YRpoahe Ldaosase aRcgooaRdi aae o9} bfgRedeapgoqdy
83ReoGcot 0.

tdiya¥Yha sRd&FvRO20 23d) 3368YR, 9) bhdqRdi @aa 93d}) 3368 Ye, :
d) di ¢} 3 aRt ReResg ROt B83Rasxda3o9RcOHt 8Ya3ya38 YR, f ) yasc
dj di ) 3 R.

PeuenseHT: ExxoBa Hapexxaa AnekceesHa - kKaHanpat hrnnocoCcKmnx HayK no cneumnasibHoOCTy
24.00.01 Teopus n nctopusa KynbTypbl, OOLEHT kadenpbl KaMEPHOro aHcambns n
KOHUepTMencTepckon nogrotosku; npogeccop. TOMBOY BO «TamboBCKUin rocy[apCTBEHHbIN
My3blKabHO-Negarorndeckmn MHCTUTyT um. C. B. PaxmaHnHosa»

BasH (KHOMOYHLIN akkopAaeoH) Obin BBegeH B Kutah B Hayvane XX Beka,
NPENMYLLIECTBEHHO Yepes3 ABa OCHOBHbIX NyTU. CeBepHbIn NyTb Nponeran Yepes Poccuio u
CoseTtckuin Coto3, ocobeHHO nocne yctaHosneHns Kutanckon HapogHon Pecnybnnku B 1949
rogy. B pamkax KOxHoro nytu, Yyepes 3anagHblX MUCCUOHEPOB U KONOHWANbHbIE BAUSHUA B
NnopTOBbIX ropofax. [4, c. 32]

B paHHuM nepuop, 6asH Obln OTHOCUTENBHO PEenoKUM WHCTPYMEHTOM B Kutae u
NCMNONb30BasiCA B OCHOBHOM MHOCTPaHUaMn U B MUCCUOHEPCKUX LLKOMax, HO MOCTENMEHHO
NOSBASANICA B pa3BfieKaTesibHbIX 3aBefeHNAX KPYMHbIX FOPOAOB, Takux Kak LLlaHxain n Xap6uH.
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CTouT TakK >XXe OTMETUTb, YTO MEeEpPBble KUTANCKUE WCMOAHUTENN O0y4anucb Yy PYCCKUX
SMUrPaHTOB N EBPOMENCKNX MY3bIKaHTOB.

MNocne obpasoBaHusa KHP passButne 6asiHHOro MckKyccrtsa MOSyyYUsIo 3HAYUTESbHBIN
nMmnynbc. CTOUT OTMETUTb COBETCKOe BiusHME. MHorme Kutanckme My3blKaHTbl Obliu
oTnpaBneHbl Ha oby4veHne B CCCP, a TaK ke COBETCKME crneunanucTbl npuesxanu B Kutamn
AN npenogasaHus. bblna NnpuHATa pycckas WKosa UCNOSHUTENbCTBA U MeETOogUKa 0ByyeHus.

[anee npounsowno cosgaHne HauMoHanbHOM WKosbl. CO3a4aH0 OCHOBaHWNE OTAENEeHUI
6asHa B Bepywmx KoHcepBatopusax (MekuH, LaHnxan, TaHbU3uHbL). [lpoussoguTcsA
pa3paboTka COBCTBEHHbIX YYeOHbIX MaTepuanoB U METOAMK U ajanTtauus TpaguuMOHHON
KNTaNCKOW My3blKN A1 UCNOSIHEHUS Ha BasiHe.

OtmeTm Tak e, 4To B 1950-x rogax Ha4ano npousBOACTBa MNEPBbIX KUTAWCKUX
6asHoB. ®abpurKn NO NPON3BOACTBY MYy3blKasIbHbIX UHCTPYMEHTOB OblN OTKPbLITHI B LLIaHXxae,
TaHbU3VHE N gpyrnx ropogax. Npoucxoamno rnocterneHHoe CoBepLUeHCTBOBaHNE KavecTBa
WHCTPYMeHTOB. B HacTosiwee Bpems Kuntain £ABASETCS OOHUM U3 KPYMHEMLWUX
npoussogntenen 6asHoB B mupe. CtouT oTMeTUTb (pabpuky "LLlaHxan" — nepsoe KpyrnHoe
npegnpuaTue no npoussopcTey basHoB B Kutae, ocHoBaHHoe B 1958 rogy. HavaeB c
KOMNPOBaHNS COBETCKUX MOAESNIEN, CEerogHsa BbINMyCKaeT LUMPOKUA CMEKTP WHCTPYMEHTOB.
NHHoBauun TaAHbU3MHBbCKOW (habpukn — paspaboTka obneryeHHblx mMopenenn 6asiHoOB Ans
JeTein, NoMy4YMBLUNX LUMPOKOE pacrnpocTpaHeHne B My3blKasbHbIX wWkKonax Asnn. KomnaHus
"Hongmei" — COBpEeMeHHbIN Npon3soauTesb, CO3LAIOLWNNA BbICOKOKIIACCHbIE KOHLUEPTHbIe
WHCTPYMEHTbI, UCMOJIb3yeMble NPO(EeCCUOHaNbHbIMU UCMONIHUTENAMM MO BCEMY MUPY.

B nepuog "kynbTypHou pesostounn’ (1966-1976), npousoLlen BPEMEHHbIN cnapg B
pasBuUTUN NPOeCcCnoHanbHOro UcKyccTea. [daHHbI aTan XxapakTepu3yeTcs OrpaHUYeHHbIM
penepTyapoM, COCTOALLMM B OCHOBHOM U3 PEBOJIIOLMOHHBLIX MECEH, a TaK XX& COXPaHeHnem
6asiHa Kak "HapogHoro" MHCTPYMEHTa A1 MacCcoBOM KynbTypsbl. [1, €. 29]

OTMeTUM N3BECTHOIro KOMMo3uTopa YxaH N'yonuH, ABNSLWeErocst MTMOHEPOM 6GassHHOro
NCKycCTBa, afanTupoBaBLUMi TPAANUNOHHbIE KUTANCKMe MeNoann aAnst UCNonHeHns Ha 6asHe.
Ero obpaboTtka ">KacM1HOBbIN LBETOK" CTana KnacCu4eCKUM NpUMepPoM CUHTE3a KUTaNCKOMn
MY3bIK/ 1 3anafgHOro MHCTPYMEHTA.

CoBpeMeHHbIn nepuop (c KoHua 1970-x rogos) — 9TO BO3POXKAEHMNE U UHTEHCUBHOE
passutne nocne "NoanTukn pedopmMm n oTKpbiToCcTU'. pomnsowna uHTerpauus Kutas B
MupoBoe 6GasHHOe coobwecTBo. [laHHbI nepuop XapakTepu3yeTcsi MNosIBIEHNEM
MEXOYHapPOAHO MPUSHAHHbLIX KUTANCKUX WUcnonHuTenen. PassuBaeTcss COBCTBEHHOE
KOMMO3UTOPCKOE TBOPYECTBO ANna 6asiHa. OTKPbITO MacCoBOE NMPON3BOACTBO NMHCTPYMEHTOB,
B TOM 4Y1CNe Ha 3KCNopT. [2, C. 8]
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OTMeTUM KynbTYpHble (PEHOMEHbI nccnegyemMoro BpemeHun. "basiHHble aHcambnn' —
MaccoBoe OBUXKeHne, ocobeHHOo nonynsapHoe B 1960-70-x rogax, Koraa B KaXXKaon NpoBUHLMN
CO30aBaJINCb KOJIIEKTUBHBIE OPKECTPbl 6astHACTOB AN UCMOJSIHEHUSA PEBOJSTIOLMOHHOMN
MY3bIKK. TeNeBU3NOHHbIN KOHKYPC "30510ToN 6asH" - nonynspHoe Loy, TPaHCIMPYeEMOE Mo
ueHTpanbHOMy TenesugeHuro ¢ 1990-x ropgos, cnocobcTBOBaBLUEEe MoONynApu3aumn
NHCTpyMeHTa. ®ecTumBasnb "BoCTO4YHbIN akkopaeoH" B LLlaHxae — exxerogHoe MexxayHapoaHoe
cobbITne, cobupatrowiee UCMNOMHUTENEN CO BCEro Mmpa N OEMOHCTPUPYIOLLEE OOCTMKEHUSA
KNTaNCKOW LLKOJIbI.

O6paszoBaTenbHasa cuctema KHP B 06y4eHnn My3blkasibBHOMY MacTepPCTBY, B TOM H/CSe
6asiHy OCHOBaHa Ha NpPodecCcnoHanbHOM 1 MaCCOBOM 0OpasoBaHuUM.

B pamkax npodeccnoHanbHOro o6pasoBaHuns CyLLECTBYET TPEXYPOBHEBAA cuUcTemMa:
MY3blKasibHble LLUKOSbI, y4unmwia, KoHcepsaTopun. OTKPbITbl CNeumanm3npoBaHHble kadenpbl
basHa N akkoppeoHa B Befdywmx KoHcepsaTopusx. CyllecTByeT cTporas KOHKypcHasi
cuctema otbopa v MPOABMIXKEHUA TanaHTMBbIX YYEHUKOB. YYTEHO co4deTaHue Tpaguuuin
PYCCKOW, EBPOMNENCKON N COBCTBEHHON KUTANCKON negarornku. [5, c. 57]

B pamkax maccoBoro obpasoBaHuA n3ydaetca 6asH N akKOpOeOH KaK MonynsipHble
WHCTPYMEHTbI B CUCTEME 06LLero MysblkasibHOro obpasoBaHns. CyLLeCcTBYET LUMPOKasi CeTb
JIOOUTENBCKNX KPY)KKOB U CTYAMWA, a Tak e pas3BuTas CUCTEMa KOHKYPCOB PasfiMyHOro
YPOBHS 1 UCMOJIb30BaHNe 6asiHa N akKopAeoHa B LUKOJSIbHbIX U CTYOEeHYECKUX aHCaMOsaX.

OTtmeTnm TBOp4ecTBO Llao CAOUUH, KOTOPLIN ABASETCA MEXAYHAPOAHO NPU3HAaHHbLIM
NCNONIHUTENEM, JlaypeaToM TMpPEeCTUXXHbIX KOHKYpcoOB, BKo4vas "Kybok wmwupa". Ero
NCMNOJIHEHME COYeTaeT BUPTYO3HYIKO TEXHUKY U rNyboKoe MOoHMMaHue Kak 3anagHon, Tak u
KUTaCKOW MY3bIKMW.

PaccmoTpumM penepTyap 1 UCNOMHUTENBbCKNE TPaguLmu.

K ocobeHHOCTSAM penepTyapa OTHOCUTCA ajantaumsa TPaauuUOHHOW KUTaNCKOMN
My3blKn Ons  6asiHa, WCMNOMHEeHWe 3anagHoOW KacCUYEeCKOM My3blKW, OpUrMHasbHble
NPON3BEOEHNS KUTANCKMX KOMMO3UTOPOB, COYeTaloWme HauVUOHASIbHbIA  KOOPUT U
COBPEMEHHbIe TEXHUKUW, a Tak >Xe 06paboTKM HapOAHbIX Menoguin pasfn4HbIX 3THUYECKUX
rpynn Kutas. [7, c. 230]

VcnonHutenbsCckue CTunmM BKAKOYaAKOT B ceba  dopmupoBaHne COOBCTBEHHOrO
"KnTanckoro" nogxoaa K 3ByKOU3BEYEHUIO U (PpasnpoBKe, TEXHNYECKOE COBEPLUEHCTBO KaK
OTNIYMTENbHAA YepTa KUTANCKOW LUKONbI, TEHOEHUMS K BUPTYO3HOCTM N OeMOHCTpauuu
TEXHMYECKNX BO3MOXHOCTEN, 0cob0e BHUMaHME K TeMbpasibHbiIM BO3MOXHOCTAM
NHCTPYMeHTA.

PaccMoTpuM Tak »Xe COUNOKYNbTYPHYKO POJib N COBPEMEHHbIE TeHOeHUUN Pas3BUTUA
akkoppeoHHoro 6asiHa B Kutae. basiH 1 akkopeoH B HaACTosLlee BPeMs BbICTYNatT Kak
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CUMBOJIbI MOEepHMU3auun N KynbTypHOro obmeHa. OKasblBalOT OMpefesieHHy posib B
COXpaHeHun 1 nonynapusaunumn TPaguunoHHON MY3blKW B COBPEMEHHOW apaHXUpOoBKe U
NPeAcTaBnsanT OCOOEHHOE 3HaYeHne /181 PasBUTUA MY3bIKaSibHOro 06pa3oBaHns B CENbCKUX
panoHax. basiH 1M akKopAeoH TaK >Xe WCMNOJSb3YITCA B MACCOBbIX MepornpuaTuax u
rocyfapCTBeHHbIX rnpasgHmukax. CTouT Tak Xe OTMEeTUTb, YTO B6asiHHOEe UCKYCCTBO Kak 4acTb
KynbTypHON gunnomatum Kurtas.

OTMEeTM COBPEMEHHbIE TEHOEHUNN Pa3BUTUA akKOpLAeOHHOro 6asHa B Kntae. Npexae
BCEro 9TO aKTUBHOE y4acTue KUTaMCKUX WCMOJSIHUTENEN B MeXAYyHapOOHbIX KOHKypcax U
pasBuUTNE SKCMEPUMEHTasNbHbIX HanpaBfieHUN W KPOCCOBEPOB C APYrUMU >KaHpamMu.
[MpoucxoouT WHTerpauusi 3fEeKTPOHHbIX TEeXHONorMm ” UM@PPOBbIX WHCTPYMEHTOB B
NCMNOJIHUTENBbCKOE WCKYCCTBO. AKTUBHO pacLUMpseTcs neparorn4yecknin  peneptyap Wu
MeToandeckue paspabotku. OTMevaeTcs pacTyllee BANSHNE KUTANCKOW LWKOSbl H2 MUPOBOE
6asiHHOe nckyccTBo. [3, c. 51]

OTMeTUM 3Ha4YnMMble My3blKasibHble NPON3BEOEeHNS N KOMNO3UTOPOB. "[MacTyLlbs necHs
c rop TamxaHwaHb" — oiHa 13 NnepBbIX yCMneLHbIX aganTaunini KUTaNnCKON HapOAHON MY3bIKU
onsa 6asiHa, cTaBwasa obasaTtefibHbIM HOMEPOM B pernepTyape Kutancknx 6asHncTos. "TaHel,
¢ 6apabaHamn" komnosutopa BaH JIn — counHeHne, LEMOHCTPUPYIOLLLEE BOSMOXKHOCTUN 6asHa
B UMUTaAUMN TPAOANUNOHHBIX KUTANCKUX YOAPHbIX WHCTPYMEHTOB. "®aHTasus Ha Temy
LLlenkoBoro nytn" “YxkaH YX9HA — COBpPEMEHHOe npousBefeHne, obbeanHaoLee
My3blKasibHble MOTUBbI pasHbIX HapogoB wuctopuyeckoro Lllenkosoro nyTtu. "BeceHHuin
dectmBans" Jln KONUMHa — KOHUEpTHas nbeca, nsobpaxaruwas aTtMocgepy KUTanckoro
HoBoro roga, ¢ UCNosb30BaHMEM COBPEMEHHBIX KOMMO3UTOPCKNX TEXHUK.

OTMeTMUM MHHOBAUMOHHbLIE neparormyeckne poctmkeHns Kintasa. LlaHxaickas
KOHCepBaTopus — co3faHue nepsoil B Kutae Kadegpbl 6asHa n akkopgeoHa B 1956 ropgy,
CTaBLUEN LEHTPOM pPasBUTUA WUCMOAHUTENLCKOro uUckycctea. Cuctema "LIBETHbIX HOT"' —
WHHOBaLMOHHaA MeToguka obyyeHunsa pgeten urpe Ha 6asHe, paspaboTtaHHaa B 1980-x rogax
N LWNPOKO pacrnpocTpaHeHHass B HayanbHOM My3blKaJilbHOM obpasoBaHun Kutas.
HaunoHanbHas accoupauus akkopgeoHuctoB Kwutad - opraHMsauusi, nposoAsLuias
perynspHble KOHKYpPCbl, (hecTnBanu n MacTtep-Knacchl no scen ctpaHe ¢ 1980-x rogos.

PasButne 6assHHOro 1 akKOpAeOHHOro UcKycctea B Kutae OeNCTBUTENBHO SBASETCSA
APKUM MPUMEPOM YCMNEWHON KyNbTypHOM aganTtaumn. ITOT NPOUEeCcC OEMOHCTpUpyeT
HECKOJIbKO BaXKHbIX aCreKTOB KyJIbTYPHOro B3auMOAeNCTBIS.

KuTtanckne My3sblKaHTbl HE MPOCTO 3aMMCTBOBaSIN NUHCTPYMEHT U TEXHUKY UCMOTHEHNS,
HO afanTNpPOoBasnn NX K COGCTBEHHbIM MY3blKaslbHbIM TPAoULMAM, CO34aB YHUKasbHbIA CUHTES.
Bknouns 6asiH M akKOpOeoH B CBOK My3bIKaIbHYIO MPaKTUKY, KUTaNCKue WCMOHUTENN
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NCNoNb30Basnv UX A58 NCMOSIHEHUS TPAANLUMNOHHON KUTANCKON MY3bIKK, TEM CaMblM COXPaHsis
N NO-HOBOMY MPeACcTaBNsasa HaunMoHanbHoe My3blKanbHoe Hacnegue. [6, c. 201]

Kutan  cospgan KOMMMIEKCHYKD ~ CUCTEMY  0Opas3oBaHUsi,  KOHKYPCOB WU
npogeccnoHasnbHbIX accouuaumin, Kotopas rnomMorsa UHTerpupoBaTb 3T UHCTPYMEHTbI B
MY3bIKaNbHYIO KYNbTYpYy CTpaHbl. HayaB Kak nosyyaTtesb MHOCTPaHHbIX BAUSHUNA, Kntain co
BPEeMeHeM cam cTas B/MATb Ha MUPOBOe BasiHHOE NCKYCCTBO Yepes3 CBOUX MCMONHUTENEN,
negaroros M npous3BoanTenen WNHCTPYMEHTOB. PasButne coOCTBEHHOrO MPOU3BOACTBA
WHCTPYMEHTOB npesBpatuno Kutam us mMmnopTepa B KPYyMHENLWero MUpoBOro aKcnopTepa
6asiHOB N aKKOPOEOHOB.

OTOT NpuUMep MoKasbiBaeT, KakK KynbTypHOe 3aMMCTBOBaHMe MOXXEeT rnepepacTtn B
OPraHNYyHy YacTb HaUMOHAaNbHOWN KynbTypbl, oborawas ee, a He NnogmMeHssi cobon. basH n
akkoppeoH B Kutae npownn nyTb OT "4y>XKepogHbixX" 3anagHblX MHCTPYMEHTOB [0 BaXKHbIX
9/IEMEHTOB COBPEMEHHON KUTAWCKOWN MYy3blKallbHOM WMOEHTUYHOCTWN, MPU 3TOM COXpPaHss
CBA3b C MeXAyHapoaHbIMU TpaguuUsiMn NCNOJSTHATENbCTBA.

[anee paccMOTpUM WHHOBALUMOHHbIE HarnpasfeHns pas3Butns bGasiHHOro u
aKKOPOEOHHOro UCKyCcCTBa. DNEKTPOHHbIE BasiHbl — pa3paboTka 1 NPOU3BOACTBO LN(PPOBbIX
NHCTPYMeHTOB KoMmnaHuen "Roland-China" B coTpyaHn4YecTBe C KUTANCKUMUN MYy3blKaHTaMu.
basH B coBpemeHHOM nonynaApHoM My3blke — TBOpYecTBO rpynnbl "Accordion Tribe",
coefMHAWEN TpaguumoHHoe 3ByYaHue 6asiHa C 3fIeMeHTaMuM POK W MOM-My3bIKW.
KpoccoBepbl C TPagUUMOHHbIMM WHCTPYMEHTaMW — CO3[aHue 3KCNepuMeHTasbHbIX
aHcambnein, roe 6asH urpaet BMecTe C 9pXy, MUMOn 1 APYrMMN KUTAUCKUMU NHCTPYMEHTaMMU.

Takum o00pa3oMm, B KayecTBe 3ak/lo4YeHusi, OTMETUM, YTO YyKasaHHble MNpuMepsbI
OEMOHCTPUPYIOT MHOrOrpaHHoe passuTne 6asHHOro U akKopAeOHHOro NCKyccTea B Knutae ot
apanTauMn MHOCTPAHHOrO MHCTPYMEHTa K HauMOHasbHbIM My3blKajlbHbIM TPaguumnsam [o
hopMUpOBaHNA YHNKaTbHON NCNOSTHUTESTbCKOWN LLKOSIbl C MUPOBbLIM MPU3HAHNEM U BIINSIHUEM.
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Abstract. Today, the problem of cybersecurity is one of the key issues in a number of areas, including medical.
Getting electronic medical data (EMD) into the hands of intruders leads to bad consexfieetoth patients and employees.
In this regard, there is a need for continuous training of employees to recognize the threats of possible cyber attacks and
methods of EMD protection, since the quality of production processes depends on employees.

Keyw ords: Cybersecurity, electronic medical data, medicine, data protection, malicious software, regulations.

PeueHseHT: Tumyyk OKcaHa puropbeBHa — K.3.H., OLEHT Kadeapbl «OKOHOMUKN 1
LMPPOBLIX BU3HEC-TEXHONOMNIN». IPKYTCKUIA HAUMOHaNbHbIN CCnenoBaTenbCKUm
TEXHNYECKUIN YHUBEPCUTET

Thanks to digitalization, the possibility of providing a particular medical service is
simplified, waiting times in queues for patients are reduced, at the same time doctors have the
opportunity to reduce the time to fill out medical documents, receive complete data on patients
arriving from other regions, etc. However, the flip side of the coin of computer technology is
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the emergence of risks of cyber attacks.. The special importance for cybercriminals of medical
organizations (MO) is interpreted by the presence in their databases of important confidential
information (CIl) — personal information of patients and medical workers, their bank card
numbers, information about their positions, etc. Leaks and thefts of these materials entail a
number of dangerous consequences, such as violation of personal integrity, financial losses
for the Ministry of Defense and a threat to human health and life. Therefore, personnel security
is one of the most important components of the organization's security. The purpose of this
work is to analyze the main — analysis of the main aspects of personnel security in medicine.
The types of cyber threats faced by the Ministry of Defense and the methods of EMD
protection are analyzed.

According to research by Positive Technologies (Russia) in 2023, the healthcare sector
turned out to be the most attacked by cybercriminals [1], with 96% of attacks being targeted,
and this year as a whole was accompanied by an increase in the activity of intruders for
medicine. As a rule, the attackers were interested in personal data (PD) and medical
information (40% and 26% of the total share of stolen data for the 4th quarter of 2023) [1]. A
striking example would be the attacks on Tennessee orthopedic clinics in the United States in
2023, which allowed unauthorized users to gain access to the clinic's systems and gain
valuable information - names, dates of birth, information about diagnoses and ongoing
therapy, contact information, names of suppliers, data on prescriptions and health insurance,
and the cost of services [2]. Immediately after the incident was discovered, the clinic staff
implemented additional technical security measures. In Russia, in 2023, the Helix medical
laboratory was subjected to a significant cyberattack, which disabled its systems, and patients
could not receive their test results for several days. Hackers tried to infect the systems with a
ransomware virus [3]. Another example of a cyberattack is Prospect Medical Holdings from
the United States, which was attacked by attackers from the Rhysida group in August 2023
[4]. Because of this, the hospital was forced to turn off its IT networks to prevent the spread
of the attack, return to paper documentation and suspend the provision of a number of
services (for example, taking tests). Cybersecurity is a set of measures aimed at preventing,
detecting and neutralizing attacks on information systems. The main goal of hackers is to
obtain confidential user information and use it for their own purposes. Defense industries as
targets for cyber attacks are attractive to intruders primarily because most of them do not
update their software in a timely manner. And hacking such a system is very easy. That is why
the organization of information security in the medical field is so important. The most common
types of cyber attacks on healthcare institutions include phishing, the introduction of an
encryption virus, DDoS attacks, as well as threats from employees of the organization who
have access to systems (internal attacks) [6]. When phishing, hackers disguise themselves as
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legitimate organizations, seeking to obtain confidential data about patients and employees [6].
An encryptor is an extortionist virus, which is malware that blocks access to systems until a
ransom is paid, which results in loss of access to critical medical data [6]. A DDoS attack is a
denial of service due to an overload of network services, servers, or infrastructure [6]. At the
same time, botnets are created — networks of computers infected with viruses. They fill the
site with "stray" traffic, that is, they send millions of requests to the server at the same time.
There is a large flow of information that overloads communication channels and computing
resources.

The system cannot handle incoming data and stops responding to requests. In other
words, they become unavailable to authorized users. Internal threats are attacks carried out
by unscrupulous employees of an organization who have access to systems [7]. According to
a report by Positive Technologies (Russia), malware was used in every second attack
worldwide in 2023, with cryptographers (51%) and spyware (27%) being the most popular
tools. Most often, attackers spread viruses through e-mail (66%), and sometimes
compromised computers, servers, and network equipment (26%) [1].

Legislation plays an important role in protecting medical data (MD). It establishes rules
and regulations governing the processing and protection of Al. There are many international
and national regulations in the field of cybersecurity. They aim to ensure the confidentiality,
integrity, and accessibility of patient information. For example, the General Data Protection
Regulation (GDPR) is a European standard that sets out clear requirements for the processing
of personal data, including medical information. GDPR regulates the rules for the management
of data collected by the Ministry of Defense.

The Organization is required to provide timely information about requests for personal
information and security breaches, as well as to evaluate the reliability and protection of
confidentiality. It also includes the Health Insurance Portability and Accountability Act (HIPAA),
an American legal act that ensures the confidentiality of MD and other personal data of
patients. HIPAA proclaims information security standards, requiring the Ministry of Defense to
implement administrative, physical and technical means of protection. HIPAA ensures the
secure exchange of information between organizations. This law is important for all people
who deal with confidential medical information in the U.S. healthcare system. Information
protection in the Russian Defense Ministry is regulated by federal legislation, decrees of the
President of the Russian Federation, governing documents of the Federal State Institution
"State Technologies", the Ministry of Finance of Russia, the FSTEC and the FSB of Russia, as
well as industry recommendations of the Ministry of Health of Russia. These documents
ensure the protection of human rights when processing personal data, as well as regulate
relations in the field of ensuring the security of the critical information infrastructure of the
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Russian Federation. In this regard, the Ministry of Defense must adhere to the following data
protection standards:

1) ISO/IEC 27001 is an international standard that sets requirements for information
security management systems. It helps organizations protect data through a risk management
process and the implementation of appropriate security measures.;

2) HITRUST CSF is a set of rules that allows the Ministry of Defense to consistently and
in an orderly manner establish compliance with requirements through the introduction of an
integrated risk management system and, thereby, be in the field of regulatory requirements.
This document combines standards such as HIPAA, ISO, and NIST, and provides a unified
approach to data security management. The use of HITRUST CSF allows organizations to
identify and eliminate security gaps in a timely manner, minimize risks and improve the
protection of medical data.

3) The NIST Cybersecurity Framework includes a set of guidelines for reducing
cybersecurity risks published by the US National Institute of Standards and Technology. With
the help of this document, organizations have a systematic approach to identify, assess and
manage cybersecurity risks, increasing the overall resilience of organizations to various types
of cyber attacks and protecting information resources more reliably. In other words, this
standard plays a significant role in strengthening the cyber security of the Ministry of Defense.

It is of great importance to train employees of organizations in ways to counter targeted
attacks and preserve internal corporate confidentiality. Proper selection, application, and
administration of information security tools ensures that valuable company information does
not fall into the hands of cybercriminals. Let's consider the main similar tools. Encryption
allows you to encode information in a form that can only be read by users who have a
password or access to the decryption key. The use of advanced encryption methods, such as
symmetric or public-key cryptographic algorithms, ensures that data is inaccessible to
unauthorized access [5].

Authentication involves verifying the authenticity of the user's identity, making it
possible to verify that the subject accessing specific protected information is actually who he
claims to be. In this case, the user must provide the system with a set of unique information
certifying his identity and access rights, that is, an authentication factor.

Data backup is a security method that involves making copies of data to prevent
information loss in the event of cyber attacks or system failures. It allows you to save
information, restore data immediately and reduce downtime, as well as significantly reduce
the risk of significant data loss [5]. The restriction of access lies in the fact that the opportunity
to obtain certain information is provided only to registered users, which is carried out by using
passwords, identification cards or biometric systems [5].
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The use of antivirus software through the use of special programs helps to detect and
block viruses that can damage the MD. Due to the fact that hackers use a wide variety of types
of attacks, from phishing emails to complex viruses and ransomware, only the comprehensive
use of all protection methods can ensure the proper level of security.

However, ensuring information security is not limited to technological solutions, but
must include the development of clear procedures and policies. Namely, it is also necessary
to conduct systematic security audits, analyze security failures, and regularly test systems for
the possibility of new threats [5]. Creating reliable and understandable security systems is also
one of the key elements of data protection. The policy should regulate instructions on
password usage, access control, incident response, and data recovery. The implementation
of the rules ensures the creation of a structured environment in which each employee
understands their responsibilities in the field of cybersecurity. It is necessary to monitor the
recruitment of personnel and conduct a retrospective professional aptitude check [5].

It is advisable to check the resume, knowledge of the rules and requirements of the

organization by potential employees when applying for employment.
Staff training is an integral part of a cybersecurity strategy. Systematic education and training
on information security increases employees' awareness of potential threats and best
practices for their prevention, which creates a culture of security, since each employee makes
his own contribution to data protection.

The cyber threat in the medical field is one of the most pressing problems at the
moment. In this regard, the urgency of ensuring security increases, which makes it possible to
protect the EMD from threats that can jeopardize not only the confidentiality of employees and
patients, but also the integrity of the entire healthcare system. Modern technologies, as well
as a number of information protection methods, help in this, and the implementation of security
policies plays a leading role in the implementation of solid data protection. But you also need
to understand that technology is constantly evolving, and attacks are becoming more
sophisticated. Therefore, it is important for the Ministry of Defense not only to implement
existing solutions, but also to regularly monitor new trends in cybersecurity, which requires
continuous training, adaptation and an active approach to risk management.
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modeling, the main trendsnd factors affecting Russia's economic security have been identified. The results of the study make
it possible to make a forecast of economic security forZ228% This work will be useful to specialists in the field of
economics, finance, as welltasinyone who is interested in the problems of Russia's economic security.

Keywords: economic security, trend line, statistical indicators.

Obijective: To determine the level of economic security of the Russian Federation-202020d to make a foreta
for 20252026.

PeueH3eHT: Tumyyk OKcaHa [puropbeBHa — K.3.H., OUEHT Kadeapbl «9QKOHOMUKUN 1
UMPPOBbIX BU3HEC-TEXHONOMNN». IPKYTCKNIA HaLUMOHasnbHbIN NCCNefoBaTelbCKNin
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Relevance. The economic security of the Russian Federation plays a key role in
ensuring sovereignty, social stability and sustainable economic growth. In the context of global
changes related to the introduction of large-scale sanctions, increased geopolitical pressure
and volatility of world markets, issues of protecting the national economy are becoming
strategically important. From 2020 to 2024, Russia faced new challenges, including changes
in the structure of external debt, sharp fluctuations in inflation, and the need to mobilize
domestic reserves such as the National Welfare Fund. The relevance of the topic is also
determined by the need to analyze the effectiveness of macroeconomic policy. The dynamics
of key indicators allows us to assess the economy's ability to adapt to new challenges and
maintain stability.

Many scientists, associate professors and doctors of Economics have conducted their
research on this topic. For example, Kiryanova Alina Leonidovna analyzes GDP in her work. If
in 2000 the GDP of the Russian Federation was 3.3 trillion rubles, then by the end of 2021 it
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already amounted to 130.8 trillion rubles. Thus, in 2021, the total value of goods and services
produced in the country increased by 18 times. This indicates not only the growth of the
economy, but also the change in prices in general. It is believed that if the index exceeds the
100% mark, then there is an increase in the production of goods and services within the
country compared to the previous period. And if the index is less than 100%, then there is a
decrease in economic activity within the country. Let's say the inflation rate in 2020 was 4.91,
and in 2021 it was 8.39

During the study period, inflation increased by more than 2.5 times. According to
Rosstat, the annual inflation rates in Russia over the specified period were as follows:: 2020 -
4.91%; 2021 - 8.39%; 2022 — 11.94%; 2023 - 7.42%; 2024 - 8.53% ( as of October). These
data indicate significant fluctuations in the inflation rate during the period under review, with a
peak in 2022 and a subsequent decline in 2023.

According to the report of the Central Bank of the Russian Federation, the indicator
reached 8.39% in 2021..Thus, in her work, Kiryanova Alina Leonidovna concludes that most
of the indicators showed positive dynamics over the period under study.In the journal “Current
Research", the scientific supervisor Anatoly Konstantinovich Modenov analyzes such an
indicator as external debt. By July 1, 2024, the external debt had decreased to $302 billion,
which is 15% of GDP over the past 12 months. As of October 1, 2024, Russia's external debt
totaled $293.4 billion, faling below $300 billion for the first time since 2006.
The obligations of the private sector, including banks and other organizations, account for a
significant share in the structure of external debt. As of July 1, 2024, the debt of other sectors
of the economy amounted to $160.9 billion, which is 6.5% less than in the previous quarter.
The debt of the banking sector increased by 7.4%, and the obligations of government
agencies to non-residents increased by 1.5%. According to the Central Bank of Russia, the
ratio of external debt to the country's GDP showed the following dynamics: 2020 — 31%; 2021
—26%; 2022 - 17%:; 1 quarter of 2023 — 15%. These indicators indicate a significant reduction
in the debt burden on the Russian economy over the period under review. The decrease in the
ratio of external debt to GDP is due to several key factors: a reduction in the absolute volume
of external debt, GDP growth and sanctions restrictions.

A comprehensive analysis showed that the economic security of the Russian Federation
in 2019-2024 was subject to significant challenges, including the pressure of external
sanctions, inflationary risks and global market volatility. Despite this, the reduction of external
debt, the optimization of its ratio to GDP, measures to curb inflation and the effective
management of the funds of the National Welfare Fund contributed to strengthening the
macroeconomic stability of the country.
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Pic.1 GDP, $ billion

There was significant GDP growth in 2021 and 2022, which may indicate economic
recovery or productivity growth.

In 2023, there was a decline in GDP compared to 2022, which may indicate economic
problems such as recession, declining demand, or other negative factors.

In 2024, there is a slight increase compared to 2023, which may be a sign of
economic stabilization.

The dynamics of GDP shows that the economy has experienced significant
fluctuations, with sharp growth in the first two years, followed by a decline and subsequent
recovery.

The forecast for 2025-2026 is that GDP can continue to grow if the economy recovers
and develops. However, it is important to keep in mind that forecasts can be subject to
significant changes depending on economic, political and social factors.
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Pic. 2. Gross grain harvest, million tons
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From 2020-2021, there has been a decrease, which may be due to unfavorable climatic
conditions and a decrease in soil quality. Rising prices for seeds, fertilizers and fuel; in 2021-
2022, the increase may be due to increased investment in agriculture and government support;
in 2022-2024, a decrease.

If we make a forecast for 2025-2026, the gross grain harvest may remain at a level close
to the current one, with a slight increase. However, it is important to take into account that
factors such as climatic conditions, agronomic techniques and the economic situation can
significantly affect the actual results.

Pic. 3. Defense expenditure, % of GDP

There has been a steady increase in defense spending as a percentage of GDP since
2020.

The largest increase occurred in 2022-2023, which may be due to changes in the
geopolitical situation or internal factors requiring increased military spending.

Growth continued in 2024, but the pace slowed compared to the previous year.
Defense spending as a percentage of GDP is showing steady growth, which may be related
to changes in the international environment and domestic needs. The forecast for 2025 and
2026 suggests a further increase in spending, but the actual values may vary depending on a
variety of factors, including the economic situation and political decisions.
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