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Glushchenko V.M., Pronkin N.N. Principles for assessing
potential and prevented damage to the information security
of a megapolis

Glushchenko V.M.,

doctor of Economics, Professor, honorary worker of higher professional education of the
Russian Federation — Moscow city University of management of the government of Moscow.
Pronkin N.N.,

PhD, associate Professor — Sechenov First Moscow state medical University of the Ministry of
health of the Russian Federation (Sechenov University).

Abstract. The article considers the principles of assessing the size of potential and prevented damage to the information
security of the Moscow metropolis on the basis of a system analysis.
Keywords: Moscow megapolis, information security.

PeueHseHT: benokoHoBa CeeTnaHa CepreeBHa - KaHOMaaT TEXHUYECKNX HayK,
poueHT. [JoueHT, Kadenpbl MHPopMaTUKN. TaraHpPOrckun MHCTUTYT nMmeHn A.lN.Yexosa
(unnan) PIray (PNHX)

To ensure the vital interests of the megalopolis in strategic management, it is necessary
to proceed from the principles of the necessary reliability of protecting the vital interests of the
individual and society, as well as the information security of the megalopolis, a balanced
composition of forces and means of protection, the adequacy of countering information
threats.

As indicators of the reliability of protecting the vital interests of the individual, society
and information security of a megalopolis, we can use the value of the level of integral
prevented damage in the socio-economic sphere.
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The specific weight of the integral prevented damage in the political, economic,
environmental, information and other areas of the socio-economic sphere of the metropolis
will be different.

It is advisable to assess the reliability of protecting the vital interests of the individual,
society and information security of the megalopolis by the criterion-the probability of
protection. Depending on the capabilities of representative and executive authorities in various
areas of the life of the metropolis, factors and conditions of information threats, as practice
shows, it is advisable to introduce levels of the criterion of reliability of protective measures,
for example, low (probability — 0.3), medium (probability — 0.5-0.6), high (probability — 0.8-0.9).

One of the leading principles for determining potential and prevented damage is the
principle of reliability, which consists in establishing by the method of expert assessments the
significance of damage to information security in the socio-economic sphere from the impact
of information threats, based on the balance of vital interests of the individual, society and the
metropolis.

The main criterion indicator in the problem under consideration is the amount of
potential (prevented) damage to the information security of a megalopolis in the socio-
economic sphere due to the implementation of the impact against information threats.

The assessment of direct and indirect damage, as well as the positive and negative
consequences of measures that ensure prevented damage, is extremely difficult, mainly
because of their manifestation in the most diverse, often difficult to compare, spheres of
activity of the metropolis.

To determine the integral potential and prevented damage from the impact of a set of
threats in the socio-economic sphere, it is necessary to bring a set of partial estimates into a
comparable form.

At the same time, taking into account the specific difficulties associated with the inability
in most cases to express the damage caused to the security of a megalopolis in a number of
areas in the form of a direct cost estimate, it seems appropriate to use the so-called "relative
importance" scale. The methodological basis for this is the method of expert assessments,
which is rationally combined with the use of methods of objective quantitative assessment of
damage in the form of value. At the same time, the assessment of possible damage is
measured by appropriate qualitative, and in some cases quantitative indicators (for example,
in the form of material damage), obtained by calculation or expert means.
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The development of a methodology for determining the size of potential damage to the
information security of a megalopolis can be used to assess the prevented damage in the
socio-economic sphere of a megalopolis. At the same time, the reduction of the influence of
subjectivity is achieved by shifting the emphasis from a direct assessment of the degree of
damage to an expert assessment of the influencing objective factors, the assessment of which
can be made with fewer errors with subsequent processing of the results by special
mathematical methods.
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BIOTECHNOLOGY

UDC 60

Verevkina M.N. Biotechnological conditions of cultivation
growth stimulant

BroTexHonornyeckme ycnosus BbipallyBaHus CTUMYNsSiTopa pocTa

Verevkina Marina Nikolaevna,

kand. Biol.Sciences, associate Professor of epidemiology and Microbiology, associate
Professor of the "Stavropol state agrarian University»

BepeBkuHa MapunHa HukonaesHa,

KaHg,. 6uon.Hayk, OoueHT Kadenpbl aNM300TONOMMN Y MUKPOBMOIOrnm

®re0Y BO «CtaBpononbCKuii rocyaapCTBEHHbIN arpapHbIil YHUBEPCUTET»

Abstract. The best temperature for the growth and reproduction of Kombucha is 30°C. The biomass of the tea
mushroom increases in the nutrient medium with the use of 10-15 mg/ml and 5 —10 mg / ml of sugar to a maximum of 18
days of cultivation. In cultivation there is a decrease in the pH of the culture liquid from 5.3 — 6.0 to 2.43-2.71 due to the
accumulation of lactic, acetic and other acids. In experiments in vitro proved the bacteriostatic effect of the products of the
Association of microorganisms of the fungus on E. coli, S. dublin, S. typhimurium and the spontaneous microflora of
saprophytes.

Keywords. Stimulator of growth, the cultivation of tea fungus culture liquid

Annomayus. Hauayuuierl memnepamypotl 044 pocma u pasmMHOXKeHUs 4aiiHoeo epuba abasemcs memnepamypa
30°C. buomacca uatninoeo epuba ybesuuubaemca 6 numamenvron cpede c npumenernuem 10-15 me/mau 5 —10 me/ma caxapa
makcumasvho x 18 cymxam xyavmubupobanus. B npoyecce xyavmubupobanua npoucxooum cuuxenue snaueHus pH
KYyAbmMYpaivHoi xuoxocmu ¢ 5,3 —6,0 00 2,43 —2,71 3a cuem HakonAeHUs MOAOUHON, YKCYCHOU U Opyeux kuciom. B onvimax
in vitro dokasarno baxmepuocmamuueckoe deticmbue npooykmob memaboAu3Ma ACCOUUAYUU MUKPOOP2aAHU3MOB HaliHo20
epuba na E. coli, S. dublin, S. typhimurium u cnonmannyio canpogumuyo Muxpogiopy.

KaroueBuie caoBa. Cmumyasmop pocma, kyssmubupobarue, 4annuiil epud, KYAomypaibHas KUOKocs

PeueHseHT: CarutoB Pamunb dapratoBuy, KaHaMAAT TEXHUYECKMX HAyK, OOLEHT,
3amecTuTesNb AMpPeKTopa no Hay4Hoi pabote B OO0 «Hay4Ho-nccnenoBaTensCKuin u
MPOEKTHbIN UHCTUTYT SKONOrMYECKNX Npobnem», r. OpeHbypr

MHorve nogy B gOMalLHNX YCNOBUSX BblpalMBatoT, Tak Ha3biBaeMblil YaHbIA rpub.
KynbTypanbHasa >XWAKOCTb 3TOro rpuba npepcraBnser cobon NPUATHBIA TOHU3UPYOLLNIA
HaNWTOK, KOTOPbIN obnagaer NPOoMUNAKTUYECKUM U AOaXe ne4ebHbIM OEeNCTBUEM MNpw
XKENYAOYHO-KULLEYHbIX 3a00/1eBaHUSAX, aHIMMHax, rofioBHbIX 60MSX, CEepOeYHbIX HEBPO3aXx,
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OECCOHHMLE, MMNEPTOHUKN, NPOCTYAax N T. A. TaKon HaNUTOK, OCOBEHHO Ha Mege, cyuTatoT
nonesHbiM Ons peten. Ero pekomeHOyroT BMECTO rasmpoOBaHHOW BOAbl, KBaca, CUTPO.
[lokazaHo, 4TO YalHbIn rpub NnpeacTaBnseT cob0N CAOXKHbBIM CUMBNO3 APOXIKEBBIX MPMOOB C
YKCYCHO-KNCIbIMW BaKTEPUSMUN N HEKOTOPbLIMU APYIrMMX MUKpPOOpraHuamamu [2, 41 cl.

B nepBble gHM KyNbTMBMPOBAHNA POCT rpuba NposiBASETCA B BULE HEXHOW MNEHKMN.
BHavane Habnopgaetcsa npouecc epMeHTauum OPOXOKEBbIMM KNeTkamum caxapa W3
nuTaTtensHonm cpenpl. MNpr 3TOM NponcxoanT obpasoBaHne 3TUNOBOro CNNPTA U YrIEKNCNOro
rasa. V13-3a obunbHOro razoobpasoBaHnsa Teno rpmba, B BUAE NOCTOSIHHO YyTonWatoLencs
MNEHKN, YOEeP>XUBAETCA HA MNOBEPXHOCTU >KUOKOCTM B TEYEHME BCEro Ccpoka
KyNbTUBUPOBaHUS. 3atem 6akTepun npespaLLaroT CMPT B YKCYCHYIO 1 ApYrne opraHnyeckme
KNCNOTbl (MOMOYHYLO, LUABENEBYO, JIMMOHHYIO, TIIOKOHOBYO U gpyrue). Cuurtaior, 4To
MUKPOOPraHN3Mbl-CUMOVOHUTBI YaHOrO rpuba KpOME yKas3aHHbIX BELLECTB 006pasyloT
HEKOTOpble  BUTAMUHbI  (ACKOPOWHOBYKD,  HUKOTWMHOBYKO, MAHTOTEHOBYIO  KUCNOThI,
pnbocnasmH). B KynbTypanbHOW >XMAKOCTM YalHOro rpuba coaep)kartcs elwe Takue
uenebHble BelwlecTBa, Kak KodenH n KatexumHbl. B HacTosiwee Bpemsi B apceHane
nabopaTopHO  Cny>XObl OTCYTCTBYKOT OTEYECTBEHHblE NUTATENIbHbIE Cpedbl  ANs
KYyNbTUBUPOBAHUSA, BbIAENEHUA N MAEHTUMMKALUMN NATOreHHbIX MUKPOOPraHn3MoB, B TOM
yucne nuctepun [1, 32 c.].

3apaym 1 MeToabl UccneaoBaHuii. B CBA3W ¢ OTCYTCTBMEM CTaHAAPTHbIX MOAXOAOB K
BblpalLBaHNIO YalHOro rpuba un onpegeneHnss ONTUManbHbIX [[03 MNPOAYKTOB €ro
XKUIHEOEATENbHOCTM AN 3a[epXXKM  pocTa U Pa3MHOXEHUS NaTOreHHbIX, YCIOBHO
NnaToreHHbiX 1 canpo@UTHbIX MUKPOOPraHn3MOB Mbl 3aganncb LENblo paspaboTtaTb
TEXHONOMMIO BbipalmBaHus rpmba B nabopaTopHbIX ycnosuax. s peanusauumn 3ToN Lenu
Mbl MOCTaBUM Cenyowme 3agayn:

1. Onpepenutb onTuMasbHble [O3bl 4as W caxapa ANs YCNewHOro BblpalliyBaHuWs
accouvaum MMKpoOOpraHn3mMoB YarnHoro rpmba.

2. YCTaHOBUTbL TEMMEPATYPHbIE PEXUMbI ANS YCMELLIHOMO BbipalumBaHus rpuba.

3. YcTaHOBUTb COXpPaHEHME >XU3HECNOCOBHOCTU rpuba npu pasfivyHbIX YCNOBUAX €ro
XpaHeHus1.

Ons peLeHns 3TUX 3agad Mbl Nnonb30BanCb OOLLENPUHATBLIMYA
MUKPOBNOIOrMYeCKMIN METOLAMN UCCNeaoBaHunin. BeipawmBaHue 4yanHoro rpmba nposogunm
npn Temnepatypax 20, 30, 37 rpagycoB no LUenbcuio. B pesynbTate unccnenoBaHun
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YCTaHOBJMIEHO, YTO Hawy4len TemrnepaTyponl pocTta U pPasMHOXEHUs 4YamHoro rpuba
ansetca Temneparypa 30°C, 4TO CBOMCTBEHHO GOMLLUNHCTBY NpeacTasuTenen tnna Fungi.
N3yyeHne pmMHamuMkum pocTta 4YanHoro rpuba Mbl NPOBOAWAM MO  HAKOMMEHUO ero
OMOSIOrNYECKON MacCChl, YTO ONPEAENSANOCb B3BELUMBAHMEM Tena rpuba Ha TOP3UOHHbIX
Becax. OgHOBpPEMEHHO Mpu 3TOM ONpenensann BANSHNE Ha yBenn4eHne mMaccbl Tena rpuba
pPasnnyHbIX 03 4Yas n caxapa. OnbiTbl NPOBOAMANCE B NPOOMPKaX, 3aceB KyNbTypasbHOW
XugkocTtun npoucxogun ns pacydeta 1:10. MNMpobbl ans B3selwmBaHus Tena rpuba 6panun Yyepes
TPW N YeTbipe OHA B TeYEHME YeTbIpex Hefenb. Pe3ynbtatel nccnegosaHnii NpeacTaseHbl B
Tabn. 1.

Tabnuua 1

Buomacca vanHoro rpuba B cpefe ¢ pasnnyHbiM COAep>XKaHneM caxapa

Mecsu AHBapb deBpanb
Yucno 13 | 17 | 20 | 23 | 27 | 31 3 | 7 | 10 | 14 | 17
Mr/mn Bec, mr

50 — 50 214 268 688 | 1214 1250 1350 | 1290 | 1102 | 1009
100 — 20 100 522 634 | 1076 1100 1382 | 1301 | 1100 | 989
150 — 20 100 208 606 | 1046 1081 890 1180 | 1252 | 1159
200 — — 50 172 306 | 686 916 1152 | 1204 | 1336 | 1306
250 — — 50 208 220 | 496 718 1032 | 1028 | 1016 | 981

[aHHble Tabnuupl CBMAETENLCTBYIOT, 4YTO OGuomacca 4anHoro rpmba B cpepe C
pasnn4HbiM cogep>kaHnem caxapa (50, 100, 150, 200, 250 mr/mn) B nepsble 3 CYTOK pocTa
rpuba WHTEHCUBHO YyBenuMyMBanacb B cpepe, copepxawen 100 mr/mn caxapa. B
nocnegyowmne 4eTBepo CYTOK POCT rpuba B cpepe C cogeprkaHvem caxapa 50 mr/mn
BblpaBHMBasncs ¢ TakosBbiM Npu 100 Mr/mMn copepr>kaHna caxapa 1 B MOCNenyoweM aaxe
NPEBOCXOONST ero B NPOMEXYTKE OT Havana BTOPOM M OO KOHUa TpeTben Hepenwu. [pwu
copepXxaHum B cpepe caxapa 150, 200, 250 mr/mn HakonneHne 6uomMacchl ObINO HUXKE, YEM
npu ero KoHueHTpaumm ¢ 50 — 100 mr/mn, T. €. BbICOKME KOHLUEHTpauun caxapa B 4arHOM
9KCTpaKkTe OeNCTBYIOT MHIMBMpyowe Ha NpupocT Guomacchl YanHOro rpuba. YMeHbLleHne
6uomacchl YarHoro rpmba HacTynaeT B cpefe 6e3 NogKOPMKU B EMKOCTSX C COAep KaHeM
50 — 100 mr/mn caxapa ¢ 18 cyTok ero pocta. O4yeBUOHO, 3TUMU CPOKamMn HeobXxooumo
orpaHumymBaTb TEXHOJIOMMID MPOU3BOACTBA KYNbTYypanbHOM >XUOKOCTU YanHoro rpuba c
nocnenyoLwmnmM NCNob30BaHMEM ero Kak NuLLEBOrO HaNUTKa 1 Kak NpoaykTa, nogasnsaoLero
KNSHEOEATENbHOCTb  PasfiNyHbiX  MUKPOOPraHM3MOB  CEMENCTBA  3HTEPOOBAKTEPUIA.
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OpOHOBPEMEHHO B 3TU XK€ CPOKM Mbl OMNpemensnn 3HadeHne peakuun cpegpl (pH) npwu
Ky/fbTUBUPOBaHUM YalHOro rpuba C pasfnuyHbiM cofeprkaHnem caxapa. Pesynbrathbl
npeacTasBneHbl B Tabn. 2.

Tabnvua 2
3HayeHune peakuum cpedbl pH ¢ pasnnyHbiM cogep kaHnem caxapa
Mecsy, AHBapb ®deBpanb
Yucno 13 |17 |20 [23 |27 | 31 3 | 7 |10 [14 [17
MIr/Mn

50 5,3 4,04 4,12 |40 3,82 3,85 3,83 |3,86 [2,79 [2,78 [2,69
100 5,6 4,13 3,91 3,87 | 3,86 3,86 3,81 3,75 [ 2,6 2,62 |2/48
150 5,6 415 4,15 [4.2 3,92 3,88 3,84 [384 [267 [265 [2,71
200 6,0 4,1 393 3,86 |38 3,8 3,65 |365 [255 [25 2,43
250 5,9 4,13 3,88 13,94 |3,77 3,71 3,68 | 366 |248 |243 |2/48

[MpuBeOeHHble faHHbIE CBNOETENBCTBYIOT, YTO B NpoLecce pocTta YanHoro rpuba pH
3aKOHOMEPHO cHMXXaeTcsa oT 5,3 — 6,0 0o 3HaveHuns 2,43 — 2,71. CHuxKeHne 3HadveHnsa pH B
OCHOBHOM MPOUCXOAUT 3a CYET HaNN4YnA B KYNbTypasibHOM XXNOKOCTU MOJSIOYHOW, YKCYCHOR,
4aCTUYHO MAC/IIHOW KUCNOT, KOTOPble, NO HalleMy MHEHUIO, MPUAAT HanUTKy MPUATHbLIA
BKYC 1 apOMaTU4HOCTb.

B xope nccneposaHmin Mbl UCMONBb30BaNN pasnnyHble 0O3bl Yas. Yain 3aBapusasncs
KUNSATKOM U HacTamBancsa B TedeHue 30 MuHyT. Buomacca 4danmHoro rpmba B cpefe C
pasnn4HbiM cogepxaHunem 4vas (5, 10, 15, 20 mr/mn) yBennymsanach Npv COAEP>XXaHUU B cpeae
10 n 15 mr/mn yasa. B onbiTax in vitro Hamn yCcTaHOBEHO BaKTepuoCTaTM4ecKoe gencTene
npPoAyKToB MeTabonm3amMa accoumaummn MMKpoopraHn3mMoB YanHoro rpmnba Ha E. coli, S. dublin,
S. typhimurium 1 cnoHTaHHy capoUTHYO MUKPOMIOPY. OTO AaET OCHOBaHWE CHUTATb, YTO
KyNbTypasibHYl0 >XMOKOCTb YalHOro rpmba MOXXHO PEeKOMeHAoBaTb AN MPOMUNaAKTUKN
3a6oneBaHNin KALLEYHBbIMU MHEKLNAMM.

BbiBogbl. [1ns xopoLwlero pocta 4anHoro rpuba B nutaTesibHOM cpefe onTUMasbHbIM
ABNSAETCA cofep>kaHne 4as u caxapa coortserctBeHHO 10 — 15 mr/mn n 50 — 100 mr/mn.
CHuxeHune 3HadeHust pH ¢ 5,3 - 6,0 go 2,43 — 2,71 npoucxoguT 3a CYET HaKOMIEeHUs
MOJIOYHOWN, YKCYCHOW, YaCTU4YHO MACNSHOM KUCNOT. Odupbl 3TUX OPraHMYECKUX KUCNOT
NPUAAKT HanUTKy MPUATHYIO apoMaTUYHOCTb M BKyC. B onbiTax in vitro pgokasaHo
6akTepnocTaTU4eCcKoe OENCTBUE KYNbTYpanbHOM XMOKOCTU YaHOro rpuba Ha HEKOTOPbIX
9HTepobakTepPUin N canpoUTHYIO MUKPOGNIOoPY.
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Abstract. The paper analyzes the existing methods of evaluating the effectiveness of investment projects, which take
into account mainly the financial result. In an unstable external environment, the influence of external factors can
significantly affect the effectiveness of the project, which are usually not taken into account. An industrial corporation can
assemble a portfolio of projects that will meet its goals with maximum results. At the same time, several scenarios should be
taken into account, each of which corresponds to a certain result. Taking into account the probability of occurrence of each
event, a portfolio of investment projects is formed. To solve this problem, it is proposed to use a matrix toolkit developed on
the basis of the methodology of game theory. The paper proposes an approach based on the matrix method of forming a portfolio
of projects that ensures uniform and sustainable development of the corporation.

Keywords: investment project, economic efficiency, payment matrix, project portfolio, matrix
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Introduction

The existing methods of selecting investment projects are mainly focused on achieving
a financial result, when the project that will give the maximum economic effect is selected. at
the same time, the public, social, budgetary and other effects of the project are not always
taken into account. Thus, the introduction of automatic lines, robots, processing centers and
other advanced equipment allows to multiply the output of products, but their use leads to the
release of labor, which will affect the unemployment rate, a decrease in purchasing power,
and an increase in social tension is possible. Due to these negative effects, it is necessary to
implement another project that would create jobs in the region. It can be argued that it is
almost impossible to find such a project that would give positive effects in all areas, and
therefore, the problem of selecting projects in such a portfolio that would ensure the uniform
and sustainable development of the economic system becomes urgent.

Materials and Methods

When making a decision, the investor uses tools based on discounting cash flows,
which allow you to correctly compare several projects, the volume of investments and the
return of funds in which does not coincide in time. Based on the obtained value of the net
present value of the project (NPV), the derivatives NPV are analyzed - the internal rate of return
of the project (IRR); the profitability index - (Profitability Index); the payback period of the
project, etc. [1, 7, 11] These methods are widely used in industrialized countries with market
economies, due to their ease of use for evaluating economic efficiency and selecting
commercial projects, where the financial result is the determining indicator. Using these tools
in countries with a developing economic system characterized by its instability and high risks,
these methods led to unexpected conclusions. Calculations based on these methods showed
that it is unprofitable to conduct research and development on the basis of domestic research
organizations, it is much more efficient to get technological licenses or finished products
abroad than to go through the entire innovation cycle independently [2, 12]. As a result, in the
early 90s, the development of its own software was stopped in Russia and the country
completely switched to foreign software, projects in the aviation, machine-tool industry,
instrument-making and other knowledge-intensive economic activities were frozen. Local
markets of high-tech products and services in a short time came under the influence of foreign
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corporations, and the economic sanctions that followed, due to the complication of the
international situation, damaged the innovative development of the country [13].

The paper proposes, on the basis of mathematical modeling methods, to develop a
mechanism for selecting projects in the portfolio that ensures the achievement of not only the
commercial goals of the investor, but also the solution of social, environmental and other tasks
of society.

PesynbTar

The selection of projects that will determine the development of the corporation for the
next decades should be carried out not only by evaluating the financial result, but also by
social significance [9].

The economic state of the corporation at the current time can be described by a certain
set of indicators, which may include indicators of economic, innovative and social
development, as well as the level of security, sustainability, and others. It is proposed to
analyze the development of the corporation in dynamics in Table 1, where we will enter the
current and planned state of the system.

Tabl. 1
System State Matrix

System indicators The current state of the | Planned state of the | Planned change (C)
system (A) system (B) Ye=Yb-Ya
Y+ Y24 Yb4 Y¢4
Yo Y2, Ybs, Ye¢,
v v v v
Ym-1 Yom-1 me-1 YCm-1
Ym Y2m YPm YCm
F (resource) - - F

'oe Y/- System indicators, F — Resource.

In the matrix form, the economic state of a corporation can be represented in the form

of three column vectors:

C=B-A

where a is the column vector of the current state of the system, B is a column vector of

the planned state of the system and the column vector of the change (S).
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It should be noted that the matrix method was used to estimate the economic efficiency
of production and economic activities of market entities [8], however, focused on cost
indicators such as income, value added commodity products etc., while indicators of social
effect attention has not been paid.

The planned state of the system should be determined based on the goals of its
strategic development at the current stage [4]. The change in the state of the system is
achieved by the implementation of a certain set of projects and programs, which includes
those activities that will have the most positive impact on the result in the conditions of budget
constraints [6].

Each project has a diverse impact on the system status indicators and requires a certain
amount of resources. Thus, the growth of total output (a positive factor) due to the use of
foreign technologies can negatively affect the economic security of the system and its
sovereignty or lead to environmental problems (a negative factor). An increase in labor
productivity (a positive factor) can lead to an increase in the unemployment rate and a
decrease in disposable personal income (a negative factor) , etc. It may turn out that some
indicators will be achieved by reducing others, and this may slow down the development of
the system. The task will be to form such a composition of the project portfolio:

X =YX, (1)
which could satisfy the condition:
C=<X @)
under restrictions:
F<YiFj, 3)

where F — the total budget for financing the development of the system, Fj - budget j-
project, X - vector column of the project portfolio, X;— vector column j-project of portfolio, n -
number of project’s . From all the projects submitted for consideration, it is possible to collect
a certain set of portfolios that will meet the conditions (2) and (3).

Xk€ X
X={1,238..k...s-1, 8} 4)
Each project is characterized by its own final results and the level of their achievement:
YieyY
Y={7,23....m-1, m} 5)
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To achieve these goals, it is necessary to choose from a set of X such a portfolio of
projects that would contribute to the maximum possible result on the one hand, and on the
other, would be resistant to the most unfavorable environmental conditions [3, 5]. The external
environment (E) can be in various states-from threatening to favorable [10] and this will
inevitably affect the indicators (Yi) project of programm’s:

EqE E
E={7,23...q9,...9-1, Q} (6)

After calculating the project indicators for all possible states of the external

environment, we will enter the results obtained into the payment matrix of the game (Table 2).

Table 2
Project indicators in various states of the external environment
Project The state of the external environment Mathematical expectation of
indicators E; | ... |Eq | ... |Ea the result indicator
Probability of the state of the external environment
P+ Pq Pa
Y1 Y1 (E1) Y14 (Eq) Y1 (Eq) Z1=x2_, Y1j(Eq) X Pq
Yig Yij (E1) Yij (Eq) Yii (Eq) Zi=%2_, Yij(Eq) x Pq
Ym - Ym- (E1) Ym-j (Eq) Ym- (Eq) Zm-j=ZqQ=1 Ymj(Eq) X Pq
Yi-j — i —indicator j -project; Yi (Eq) — indicator state of the external environment (Eq); Zi-

j— Mathematical expectation of the result indicator. We will represent the project portfolio in
the form of a matrix Z, which will be the sum of the matrices of several projects Z;.
In conditions of uncertainty, the portfolio is formed based on the condition:
C<Zz (6)

where Z is the matrix of the project portfolio, calculated under conditions of uncertainty,
under previously introduced budget constraints (3).

Conclusions and conclusion

This approach can be used to form a portfolio of projects that ensure the achievement
of the goals of the corporation's development program and any other economic system, both
in conditions of relative stability and in conditions of uncertainty. The proposed approaches to
solving the problem of balanced and sustainable development of the economic system can
be developed in models based on game theory.
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Abstract. The article examines the key aspect of energy transition that deals with radical abandonment of
hydrocarbons in favor of "clean" energy on the basis of technological breakthroughs in energy efficiency and decarbonization
with the idea that the satisfaction of humanity's needs should be carried out without damage to the ecosystem. The author
provides an analysis of key elements of global energy transition, energy policy of US and China as the main consumer of
hydrocarbon resources in the worlds that have their own environmental plans in order to solve national environmental
problems, and also emphasizes the need to implement a global strategy with various to combat climate change.
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PeueHseHT: CarntoB Pamunb ®apratoBuy, KaHaNOaT TEXHNYECKUX HAyK, OOLEHT,
3amecTuTesNlb gnpeKTopa no Hay4Hon pabote B OO0 «Hay4yHO-nccnepoBaTenbCKuin n
NPOEKTHbIN UHCTUTYT 3KONOrNM4ecKmx npobnem», r. OpeHbypr

Introduction

Today world economy is in a state of change: the development strategies of countries
and global markets are being transformed, there is a transition to a new system of international
economic relations. The shift in economic growth towards Asia implies a redistribution of
energy transport flows towards the most attractive markets. The role of Asian states has
changed significantly both in the world economy and in the world energy sector, which is due
to increased competition for markets, technologies, and energy resources. As for the post-
industrial countries, where economic growth rates are lower, they are trying not to lose their
leading positions.

New we have the fourth energy transition in world history, but instead of one
technological revolution, as was the case with steam, there is now a whole range of
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technological breakthroughs in energy efficiency and decarbonization. The first energy
transition is associated with the transition from firewood to coal. The second, in turn, replaced
coal-fired power generation with oil. And finally, the third energy transition has partially
replaced liquid hydrocarbons with natural gas. Of course, this did not happen everywhere. But
the main thing in this fourth energy transition is the idea that the satisfaction of humanity's
needs should be carried out without damage to the ecosystem.

The benefits of energy transition are talked about solely in terms of combating global
warming and reducing greenhouse emissions. However, the negative technological, social,
geopolitical, investment and even environmental consequences of the energy transition are
currently far from being fully assessed and can neutralize its positive components.

The energy transition - the gradual abandonment of hydrocarbons in favor of "clean"
energy - has already been recognized by even the most inveterate skeptics. Companies and
states are racing to make plans to reduce the production and consumption of traditional
energy carriers, increasing investments in solar and wind generation, hydrogen technologies,
etc.

In the 21st century, the environmental agenda is coming to the center of global
economy. Today, the impact of environmental problems on the world economy is especially
noticeable. The Paris Agreement on Climate Change adopted in 2015 sets long-term goals to
guide all nations: substantially reduce global greenhouse gas emissions to limit the global
temperature increase in this century to 2 degrees Celsius while pursuing efforts to limit the
increase even further to 1.5 degrees; review countries’ commitments every five years; provide
financing to developing countries to mitigate climate change, strengthen resilience and
enhance abilities to adapt to climate impacts [1].

At the same time, we have not yet reached a general agreement on environmental
protection. Industry has become a driver of economic growth in many countries, which provide
high rates of economic growth because of large consumption of energy resources, most of
traditional types. With respect to post-industrial countries, a policy of increasing energy
efficiency and energy saving is being pursued, with the help of which the growth rates of
industrial production remain more moderate, and the focus of consumption is shifted to
renewable energy sources.

International journal of Professional Science

21
Ne7-2021


https://creativecommons.org/licenses/by/4.0/deed.ru|

Professional science applies the Creative Commons Attribution (CC BY 4.0) license to the materials published-
https://creativecommons.org/licenses/by/4.0/deed.ru|

The Key Elements of Global Energy Transition

The widespread onset of the “green” agenda, it already considered its coverage and
impact on an increasingly growing number of spheres of human activity a fait accompli, and
the process itself has become irreversible.

Some economists and political scientists have already (and not without reason)
hastened to name the “green” agenda as one of the major drivers of the forthcoming Fourth
Industrial Revolution. According to this agenda low-carbon energy and industrial production
should by 2050-2060 almost completely displace and replace traditional fossil energy sources
and carbon-intensive processes and technologies in order to meet the requirements of the
2015 Paris Climate Agreement [2]. A number of “green” technologies, especially in using solar
and wind energy Received an additional powerful impetus/

The fourth industrial revolution implies an increase in the share of renewable energy
sources and, a decrease in the consumption of traditional energy sources in the world energy
balance, which is fully consistent with the theory of the Global Energy Transition.

The term “energy transition” was proposed by V. Smil, one of the most famous
economists in the world from the University of Manitoba in Canada, and is used to describe
a change in the structure of primary energy consumption and a gradual transition from the
existing energy supply scheme to a new state of the energy system [3]. This transformation
implies four elements, energy efficiency and the “three Ds”: decarbonization, decentralization
and digitalization. The transition to carbon-free energy resources, the development of
distributed energy and the use of digital technologies are the main directions of changes in
the global energy markets. Vaclav Smil considers the unresolved problems of wind and solar
generation, including ensuring continuity or even the very possibility of their use in different
parts of the planet, as a signal, that the energy transition will not be rapid and the transition
from coal and oil to wind and solar energy is not a question of several decades, but a question
of generations.

The energy transition that is taking place today is the fourth shift in the structural
transformation of the global energy sector. The essence of the energy transition is a
reorientation to the widespread use of renewable energy sources that will supplant fossil fuels
[4].

The driver of the fourth transition is not only the attractiveness of new energy sources,
but also decarbonization and the fight against global climate change. Obijectively, energy
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transition trends affect the modern politics of many states. In particular, low-carbon energy
dictates the need to minimize the human impact on the climate, which implies a decrease in
CO2 emissions into the atmosphere, an increase in the energy efficiency of production, which
can be realized only through completely new technological solutions and innovations that can
change the energy sector. Within the framework of energy security, states set the goal of
reducing dependence on imports of hydrocarbons and increasing the supply of their own
efficient low-carbon sources.

The development of new technological solutions in the energy sector has varied results.
First, energy sources are becoming more affordable, which makes the supply diversified.
Second, new conditions for the use and competition of energy resources are being developed.
Third, thanks to technological solutions, the nature of consumption becomes more energy
efficient, which leads to a decrease in demand for energy resources. Fourth, the
decentralization of energy is developing, as new energy supply mechanisms are being created.
Fifth, inter-fuel competition develops, which reduces the “exclusivity” of one type of fuel for a
particular sector [5].

If we consider the transport sector, which is dominated by petroleum products, the
process of transition to electricity is rapidly underway. The use of electric vehicles is growing
against the background of a radical reduction in their cost, and the use of fuel cell vehicles,
which are based on hydrogen or hydrogen-containing fuels, is increasing. At the same time,
many countries directly support the increase in using electric vehicles with direct government
subsidies and tax incentives. The growth in the number of electric vehicles will limit the growth
in demand for oil and lead to a decrease in its prices. Thus, technological progress is gradually
displacing oil products from the transport sector, replacing them with other diverse sources.

In industry, due to the long-term trend of increasing the energy efficiency of industrial
equipment, production has become less energy intensive, which has reduced the share of this
sector in global energy consumption. We use electricity more and more - the most versatile
source, which is increasingly used in industry and reduces dependence on a certain energy
resource.

Unlike the oil market, for the gas market, the sped up development of energy
technologies, combined with socio-economic trends, does not lead to a peak in consumption
and a decrease in demand, but the operating conditions for the gas market will change. During
the forecast period, almost 85% of the world’s net gas exports will come from just a dozen
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countries, which, besides Russia, will include Qatar, Australia and the United States.
Regarding African countries, they will also increase gas exports: Nigeria, Mozambique,
Tanzania.

In terms of overall import trends, there has been a shift in trade flows to the Asia-Pacific
region, namely to South and Southeast Asia. Despite the constantly growing number of natural
gas importing countries, about 70% of gas volumes in 2040 will be accounted for by a dozen
countries, including the 5 largest gas importers - China, India, Japan, Germany and South
Korea.

European countries will continue to increase their gas imports as their own production
declines. However, the growth rate of imports will decline as the peak in gas demand in this
region passes.

The increase in the number of LNG consumers and the expansion of the territory of its
supply, especially to markets remote from the centers of gas production, will contribute to the
growth of the importance of LNG in the global gas trade.

Considering the solid fuel market, currently about 38% of all electricity generated in the
world is generated from coal. Currently, the main leaders in the world production of traded
coal are China (46.4%), USA (9.8%), India (7.8%), Indonesia (7.2%), Australia (7.9%), South
Africa, Colombia and Russia (5.5%).

Despite the conflicting consequences of coal consumption, this energy resource
remains a priority for the economic growth of many countries, as it is one of the cheapest and
most accessible sources of energy. Nevertheless, under the influence of energy transition
instruments, which include the development of renewable energy sources, storage of
electricity, distributed energy resources, etc., countries with developed economies and
technological potential are setting the task of gradually reducing the share of coal in the energy
balance, pursuing the goals of the modern climate agenda and reducing harmful air emissions.

Today, the development of the coal industry is greatly influenced by environmental
restrictions. Their tightening leads to an increase in costs in coal-fired generation through
introducing measures to suppress harmful emissions with environmental payments. The
reduction in the cost of alternative sources and introducing “carbon” payments reduce the
profitability of coal generation. Moreover, an increase in the share of renewable energy sources
creates technical challenges, since the coal industry must also become technically advanced
and maneuverable. As a result, “clean coal” technologies are now being developed: modern
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coal plants have very low emissions. If we consider them at the level of gas, then they are very
effective.

Thus, the trends in the development of world energy are due to the ongoing energy
transition, which also sets the directions for the energy policy of modern states. The
widespread use of renewable energy sources and the decline in the share of fossil fuels are
what is happening in the global energy market today [6]. Therefore, states must adjust their
development strategies to global changes in order to implement national energy interests and
strengthen energy security.

The Essence of Energy Security and Environmental Plans of USA and China

Currently, the image of the world energy is shaped by political factors: economic and
political sanctions, local conflicts and wars, coups d’etat. They determine the state of the
regional and global energy markets. Energy is an integral part of politics, often its motive and
goal. The growing link between political ambition and the need for energy makes it increasingly
difficult to ensure the uninterrupted supply of fuel and energy [7].

We should note that the growing importance of energy resources, combined with
modern trends in energy development, shows the interdependence of the foreign policy of
world players and energy security. States enter a competitive struggle, where the major
component is rivalry for control over territories rich in natural resources, sales markets, transit
infrastructure, etc. them and the preservation of energy security. At the same time, the limited
availability of certain energy resources, infrastructure and technologies comes to the fore,
which creates threats to the stable provision of the economy and state security. The energy
industry has a significant impact on the political activities of states [8].

First, the first factor is the rapid and highly uneven growth in energy demand across
countries and regions of the world. Today, China is the world’s largest consumer of electricity,
followed by the United States, India and Russia.

Second, energy resources, in particular oil and gas, are unevenly distributed around the
world, which leads to a decrease in energy independence and a corresponding foreign policy
course.

Third, if a country depends on external supplies, then the process of ensuring their
continuity becomes an object of state security, which determines the political motivations of
the leading powers.
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Fourth, in the XXI century energy has become one of the most technology-rich and
innovative areas. Today, new energy technologies are a strategically valuable resource that
allows not only expanding the resource base of the energy sector, but also increases its energy
efficiency. Therefore, today there is global competition in the energy markets, where the
“technology race” has become the goal and instrument of foreign policy of many states.

In order to ensure energy security, any state seeks to find a balance in the “energy
triangle”, which is also called the “energy trilemma”. To build an efficient and safe energy
sector, it is important to maintain a balance between economic growth, environmental
sustainability, energy security - the three components of each corner of the “triangle”. The
essence of the “energy trilemma” is the need to ensure the availability of energy in sufficient
quantities at affordable prices and without harming the environment.

Energy is increasingly becoming one of the key elements of geopolitics, and political

interests influence trends in the energy industry. The energy security of states directly depends
not only on the situation in the world energy markets but also on the results of climate change
and the solution of environmental problems.
Floods, droughts, hurricanes are already causing multibillion-dollar damage to the economies
of countries, but if climate changes continue at the same pace, natural disasters will become
more frequent and even more destructive. A warmer climate, as well as some other external
factors, will lead to changes in the demand for energy resources. There will be a shift in
priorities from oil and coal to gas and renewable energy, as households and other elements of
urban infrastructure will have to strengthen their air conditioning and cooling systems. If global
warming continues at the same rate, it will attract significant sea level rise, as well as more
destructive and powerful hurricanes on the Atlantic and Mexican coasts.

For example, drought in certain areas of the United States will cause changes in the
structure of the energy sector. The drought will limit the use of hydroelectric power plants, and
as a result will lead to a crisis in the electricity sector, since the share of hydropower accounts
for 6 to 10% of all energy produced in the country. Sectors of the economy, such as tourism,
agriculture, real estate and construction, and the insurance market for adverse weather
conditions are highly affected by natural disasters and changes. Various measures and
instruments of environmental policy should compensate for the negative impact that a polluted
environment has on economic growth [9].
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Climate change, as well as air pollution, impact the quality of life and health of people.
As the air temperature rises, so will the concentration of ozone in the atmosphere. The
increased amount of impurities of harmful substances in the air is the reason for the increase
in the number of people suffering from various congenital and gained respiratory diseases,
such as asthma, lung cancer and others. In addition, a significant excess of ozone
concentrations in the atmosphere causes premature death in adults, as well as an increase in
the number of children suffering from asthma since birth.

The report, released in August 2021 in Geneva by the United Nations agency’s
Intergovernmental Panel on Climate Change, emphasizes that the increase in greenhouse
gases in the atmosphere is “clearly caused by human activity.” In 2019, the concentration of
carbon dioxide was the highest in at least the last 2 million years [10].The debates on
geopolitics and the environment have emerged as part of a broader discourse on
environmental security. [11].

Today, the United States is the largest source of carbon dioxide emissions into the
atmosphere, as of 2016, they reached 6,870 million metric tons. In 2017 D.Trump radical
changed environmental policy of the United States. He abolished many environmental
standards had been adopted by the B.Obama government [12] and USA pulled out of the Paris
Climate Agreement [13].

However, under the Biden administration, the United States returned to the Paris
climate agreement and ecology returned to the agenda of national policy. Joe Biden has
canceled the Keystone XL pipeline, which is only part of the already operating Keystone
pipeline, which started operating in 2010 [14]. Its starting point is in Canada, at the Athabasca
tar sands field. The pipeline was supposed to deliver “black gold” from the Canadian province
of Alberta to refineries in the US, Texas, on the shores of the Gulf of Mexico, and also
suspended the issuance of drilling licenses on federal lands, and also proposed to increase
taxes for oil and gas companies.

The most important element of Biden’s climate strategy was to connect it to revitalizing
the American economy. Decarbonizing the energy system can create a lower-priced and
cheaper form of energy. Rather than taxing carbon and raising energy prices, Biden wants to
subsidize renewables and lower energy prices.

Previous climate initiatives focused on reducing greenhouse gasses by regulating fossil fuel
emissions through a carbon tax, command and control regulation, or through a cap-and-trade
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system. Biden’s policies will work with utilities and other greenhouse gas emitters and help
directly fund the transition to renewables. There are emission-reduction targets, but they are
coupled with a realistic understanding of the need to help utilities and industry fund the capital
costs of the transition.

President Biden directed the federal government to develop a climate change risk

mitigation strategy for public and private financial assets in the United States.
The move is part of the Biden administration’s long-term program to halve U.S. greenhouse
gas emissions by 2030 and move to a zero-emission economy by mid-century, while limiting
the damage that climate change causes to all sectors of the economy. The situation is similar
in the European Union, Japan, South Korea, Canada, which approved the strategic goal - zero
net emissions” by 2050, and China - by 2060.

The energy policy of the China is aimed at solving the following problems: a shortage
of its own energy resources, an imbalance in the structure of energy supply and energy
consumption, low energy efficiency, an environmental crisis, and the country’s growing
dependence on imports of oil and gas. At the internal level, emphasis is placed on the
modernization of the sectors of production and consumption of energy, increasing energy
efficiency and energy saving, which is caused by the need to overcome the environmental
challenges that accompany the rapid economic development of the country. Reducing
greenhouse gas emissions into the atmosphere, increasing consumption of natural gas and
renewable energy sources, ratification of the Paris Climate Agreement - all of this today refers
to the energy policy of China. At the external level of China the state faces such challenges in
the energy sector as weak diversification of sources of energy imports, irrationality of the
energy structure. The 13th five-year plan sets goals to overcome these challenges both at the
internal and external levels: the economy-energy-ecology link is decisive and affects not only
the development within the country, but also the state’s capabilities in the international arena
[15].

Conclusion

In accordance with the Address of the President of the Russian Federation to the
Federal Assembly in 2021, among the technological priorities of the Russian energy sector,
the development of nuclear and hydrogen energy, as well as energy storage, is highlighted,
which is largely due to the significant impact of climate and green problems on world energy
and politics. These areas presuppose the intensification of international cooperation, which is
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especially important at the present time, when the world faces an exacerbation of geopolitical
confrontation at the global and regional levels.

Thus, the modern world energy is changing under the influence of the development of
new technologies, the world is entering the stage of the 4th energy transition, which implies
the use of renewable energy sources and a decrease in the consumption of fossil fuels. This
transformation creates qualitatively new conditions for the development of energy strategies
of states. The low-carbon energy dictates the need to reduce carbon dioxide emissions and
increase the energy efficiency of production. Moreover, within the framework of energy
security, states set the goal of reducing dependence on imports of hydrocarbons and
increasing supplies from their own efficient low-carbon sources.

The ideal option is to develop and implement a global strategy aligned with the national
strategies of each country. Today international organizations, including the UN, are gradually
moving towards the creation of such a strategy, implementing various environmental initiatives
and initiatives to combat climate change. However, it is still difficult to call today's agreements
a full-fledged completed strategy - too large-scale task has to be solved and too different
starting conditions for many countries. The complexity of the problem requires extensive
study, detailed scenario analysis, and the involvement of specialists of various profiles. At the
same time, the energy transition offers opportunities for creating long-term competitive
advantage.
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